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Algorithm for defense adversarial example based on adaptive noise addition

Liu Ye,Huang Xianying”, Liu Wenxing, Zhu Xiaofei, Li Zhaoping
(School of Computer Science & Engineering, Chongqing University of Technology, Chongqing 400054, China)

Abstract: Deep neural networks are vulnerable to the attack of adversarial examples. To solve this problem, some works
trained networks by adding Gaussian noise to the image ,thereby improving the ability of the network to defend adversarial ex-
amples. But the method did not consider the sensitivity of the network to different areas in the image when adding noise. To
solve this problem,this paper proposed an adversarial training algorithm based on gradient guidance noise addition. When train-
ing the network ,it added adaptive noise to different areas based on the sensitivity ,added large noise to the more sensitive are-
as,suppressed the sensitivity of the network to image changes,added less noise to the less sensitive areas and improved the net-
work classification accuracy. Compared with the existing algorithms on the Cifar-10 dataset, the experimental results show that
the proposed method effectively improves the accuracy of neural networks when classifying adversarial examples.
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Fig.2  Gradient absolute value of the image in a channel
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