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Keywords: By incorporating the spreading characteristics of cyber rumors over mobile social net-
Cyber rumor works, we newly develop a dynamic system to model rumor spreading dynamics by the
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compartment method. Specifically, a couple of a user and an attached device is viewed
as a node, and all network nodes are separated into four compartments: Rumor-Neutral,
Rumor-Received, Rumor-Believed and Rumor-Denied. Some transition parameters among
these groups are introduced. Additionally, the role of memory, user’s ability to distinguish
the rumors and rumor-denier’s behavior of refuting rumors are also incorporated. The sta-
bility of the equilibria of the model system is addressed, and the influence of model pa-
rameters upon the threshold is analyzed. Finally, numerical simulations illustrate the the-
oretical results, and also motivate us to propose suitable measures to control cyber rumor
spreading by properly adjusting the parameter values.

© 2018 Elsevier Inc. All rights reserved.

1. Introduction

Rumors bring great harm to the social life of human beings, and their spreading is significantly affected by people’s social
communication [1]. The authenticity of a rumor is usually not confirmed or badly misinformed. The content of rumors can
vary from traditional gossip to deliberately fabricated false information. The widespread proliferation of false rumors can
lead to a series of serious hazards, such as social instability, impacts on election results or large financial losses [2-5].
Therefore, the modeling study of rumor spreading is of great importance and is always an extensive research project.

As mobile networks and applications develop rapidly, the number of network users is dramatically growing. For instance,
the number of mobile phone users worldwide reached 4.43 billion in 2017 [G]. Nowadays, Internet clients mainly use the
mobile communication applications for deriving breaking news or recent messages, such as Facebook, Twitter and Myspace.
Meanwhile, cyber rumors are possibly spreading widely through these social networks.

An effective model for rumor spreading will have major theoretical significance in inhibiting the spreading processes,
and then propose practical measures for minimizing damages caused by rumors [7,8]. Study of rumor spreading is primarily
based on either models of opinion dynamics [9-11], or upon models of biological epidemics [12-15]. In the early stages,
Daley and Kendall [16] studied rumor spreading and proposed the classic Daley-Kendall (DK) model, in which the popula-
tion was separated into three categories: ignorants (people who are unaware of the rumor), spreaders (people who spread
the rumor), and stiflers (people who are aware of the rumor but choose not to spread it). Considering that rumors spread
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through direct contact between spreaders and others, Maki and Thompson [17] later developed the MK model by modify-
ing the DK model. These models along with their variants have been applied extensively in the modeling study of rumor
spreading [18,19]. Based on information entropy, Wang et al. [20] presented a comprehensive model which incorporates
conformity effects and variations in the degree of trust. Zhao et al. [21] studied rumor spreading dynamics on homogeneous
networks incorporating the forgetting mechanism, and concluded that the final state of stiflers depended greatly on the
average degree of networks. With the development of Internet and computer networks [22,23], rumor propagation dynam-
ics also incorporated the structure topology of social networks [24,25]. By considering the relationship between messages,
Wang and Zhao [26] proposed an extended SIS model for multi-messages spreading over complex networks. The cyber
rumor spreading behavior has also a little similarity to malware prevalence [27,28] and the strategy diffusion within the
population [29,30], and readers can refer to Refs. [31-35] for more information.

The studies about rumor spreading mentioned above mainly considered the mechanism of rumor diffusion among peo-
ple (rumor spreading from person to person), not incorporating the influence of interactions between users and mobile
devices on cyber rumor propagation. The methods in which rumors spread are diverse and continuously evolving, from
the traditional way of mouth-to-mouth to the current popular ways of social networks such as microblogs and emails. So-
cial communication applications have many characteristics of which the most apparent characteristic is quick transmission
among users. Therefore, although the previous models contribute much to the study of rumor spreading, there are still some
flaws when they are directly applied to model cyber rumor spreading by new mechanisms. For example, technological appli-
cations can affect the mechanisms of rumor spreading. Nowadays, people get the latest news mainly through social network
platforms and spread the messages by direct forwarding. Thus, it is worth studying how the unique mechanisms of mobile
social applications affect cyber rumor spreading. In this paper, we are devoted to developing a novel dynamical model by
taking into account the impact of social media applications and the rumor-refuting actions of rumor-deniers. The properties
of propagation dynamics of the model, especially the global stability of the equilibria, are addressed. Some numerical simu-
lations are also designed to analyze the model with some specific parameters. Finally, some suggestions are put forward for
people to control the spreading of cyber rumor.

2. Model description

Unlike epidemic diseases, cyber rumors can proliferate through social networks or communication platforms such as
social media applications. Next, a new dynamic model will be developed to address the impacts of some key factors on
cyber rumor spreading. Following the dynamic analysis, we further discuss how to effectively control the propagation of
cyber rumors.

The rapid development of network technology, including 4G/5G and mobile internet, leads to the dramatic increase in
network services. In the traditional rumor propagation models, nodes simply represent the people since the rumors directly
spread among them through word-of-mouth. However, the situation for cyber rumor propagation is much more complicated.
The most prominent difference is the diversification of communication mechanisms for online rumors. Specifically, network
users are now used to derive timely information from their mobile devices such as smartphones and tablets.

By considering the unique mechanism of cyber rumor spreading over mobile networks, we innovatively put forward that
the nodes of the propagating network for online rumors are couples each of which consists of a user and an attached mobile
device. Users get information by reading the messages (rumors) from the SNS (Social Network Service) applications installed
on their devices.

We consider that all applications have a buffer memory which is similar to the cache of the computer, it can receive
the news when people cannot read the new message immediately. However, the number of messages is vast, users are
impossible to immediately read every message received from the social media. Based on this physical consideration, we
introduce a new state called Received status to depict the situation that the rumor messages on a device have not noticed
by users.

Thus, in our model, all the network nodes can be divided into four groups (see Fig. 1).

¢ Rumor-Neutral nodes (U-nodes). The social accounts of users are vulnerable to receive the rumor information at any time.
These nodes mean that the devices have either not yet received the propagating rumor, or have previously received it
but have since forgotten it and become neutral again. U(t) is introduced to denote the quantity of U-nodes at time ¢, i.e.,
the number of devices (nodes) having not received the rumor message.

» Rumor-Received nodes (R-nodes). The devices or accounts of these nodes have already received the rumor information,
but the corresponding users have not read them. Usually for the unread messages, social platforms have certain caching
mechanisms which will remind users to read once they become online. R(t) is used to denote the quantity of R-nodes at
time ¢, i.e., the number of devices (nodes) having already received the rumor message (but not read yet by users).

o Rumor-Believed nodes (B-nodes). The users of these nodes have read the rumor information through their devices and
believe that the information is true, even choosing to share the rumor information to their friends by forwarding the
messages via the network. B(t) is introduced to represent the quantity of B-nodes at time ¢, i.e., the number of nodes
whose users choose to believe it after reading the rumor message through their devices at time t.

¢ Rumor-Denied nodes (D-nodes). After reading the rumor information, the users of these nodes think that it is false. Thus,
they choose to deny it and also possibly tell others that it is a false rumor. D(t) is introduced to denote the quantity of
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Fig. 1. Illustration of the compartmental nodes. (a) A rumor-neural device will become rumor-received if some users in its friend list forward the rumor
message. (b) After reading the rumor message from the mobile device, the user believes in the content. (c) The user thinks the rumor is false, and will not
forward.

D-nodes at time t, i.e., the number of nodes whose users have read the rumor message and then choose to deny it at
time t.

Remark 1. As defined above, the U-nodes include two cases: one is that the devices do not receive rumor messages (obvi-
ously unknown to users too), the other is that users have forgotten the rumors (for this case, the devices received rumors
previously, but can be viewed as rumor-unreceived recently). For both cases, we can think that the U-nodes are free to cyber
rumors. However, for R-nodes the users are possible to get the rumor information from their devices. Moreover, we think
that the number of users knowing the rumor messages will grow with the increasing number of R-nodes. Thus, it is very
significant to pay attention to the group of R-nodes, and in our model the U-nodes and R-nodes are separately introduced.
By this U-node and R-node setup, we also expect to proceed some future works. For example, some controlling strategies
or practical technique measures can be taken to reduce the number of R-nodes by prohibiting cyber rumor spreading.

For simplicity, here we do not consider that some people are outside certain rumor networks and will never receive
rumor messages on SNSs. In this work, we just aim to model cyber rumor spreading over a fixed connected social network.
That is, only the nodes of a closed propagating network are considered. Then, each rumor-neutral node is possible to receive
rumor messages at some time.

Next, we will present some other hypotheses and parameters.

(A1) A U-node is assumed to successfully receive the rumor message sent by a single B-node with the probability of S,
per unit time.

At each time step, rumor spreading occurs between B-nodes and U-nodes that are connected. The users who believe
the rumor information are possible to forward the messages over their social networks, leading to rumor prevalence. Upon
receiving the rumor message, a U-node is considered to immediately convert to be a R-node. Consider a specific U-node
with a number of m connected B-nodes, then the single U-node can turn to a R-node by the probability of 1 — (1 — Sg)™
within a unit time.

Remark 2. Note that we actually make another potential assumption here that all individuals over a propagating network
have equal influence so that we derive the above uniform probability. However, the actual case is that some users can be
more influential than others in a person’s SNS, e.g., if an individual receives rumor messages from trusted friends versus
someone else not known very well. For this kind of general cases, we will address them in our potential future work, such
as considering a patchy/group model with varying influencers.

(A2) An R-node is assumed to possibly transform to be a B-node with the probability of ¢, or to be a D-node with the
probability of ¢4 per unit time.

After reading the rumor message, a user will usually make a judgment to believe in it or to deny it. This process may be
affected by many factors such as users’ educational level and user activeness. The education level of users is an important
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Fig. 2. General schematic of the new URBD model with variant transform rates among the states.

fact which affects the probability on rumor recognition. Considering the user’s education variance, the users of high educa-
tion level will recognize the rumor with high probability and turn into a rumor-denied user. Meanwhile, the R-node users
with lower education level are likely to fail to recognize the rumor content and thus transform to be a rumor-believed user.
There also exist other situations. For example, if users remember that they had already read similar messages (already made
the judgement), then they can quickly become rumor-denied nodes or rumor-believed nodes. On the contrary, if the users
have read the rumor message many times but without knowing it is false, then the probability of converting to be a rumor-
believed user will become higher. Here, for simplicity, we consider that ¢, and ¢, are constants, and ¢, >0, ¢4 >0 with
ép + ¢4 < 1. However, there is also a possible situation that an R-node can remain an R-node and not filter into D-nodes or
B-nodes within a period of time, since the users possibly miss the rumor messages on their devices or are not interested in
the rumor content after reading them. Thus, in fact, the value of ¢, + ¢, should be less than 1, i.e,, the state of an R-node
keeping unchanged with the probability of 1 — ¢, — ¢, per unit time.

(A3) It is assumed that a B-node and a D-node will both convert to be a U-node with certain probabilities, respectively.

The rates f, and f; are introduced to depict the probabilities that a B-node and a D-node change back to a U-node per
unit time, respectively. This may occur because of some reasons. For example, it is a common phenomenon that people
probably forget something after a certain period of time. Based on this consideration, deniers and believers possibly forget
the rumor information and then become free to rumors again (i.e., D-nodes and B-nodes turning to be U-nodes). Thus,
the forgetting characteristics of users can be an important factor to influence the state transition and affect the spreading
dynamics of cyber rumors. In our model, we consider that both f; and f; are positive.

(A4) It is assumed that a rumor-believed node will turn to be a rumor-denied node with the probability of y per unit
time by the influence of a single neighboring rumor-denied node.

Once cyber rumors are found spreading over social networks, the government (related agencies) or users will take cer-
tain countermeasures to prevent their diffusion. Here we will focus on the influence of user behavior on rumor inhibition
process, and thus we just consider the mechanism of refuting rumors that rumor-deniers will probably release or forward
information on refuting the rumor through social networks. Specifically, after receiving the rumor-refuting message sent by
one rumor-denied user, a rumor-believed user will change the previous cognition of the rumor content, turning to be a
rumor-denied user with probability yq.

Based on the above considerations, cyber rumor spreading leads to dynamic transitions among these states, shown in
Fig. 2. We also denote N(t) by the number of all nodes at time t. For simplicity, we first consider that cyber rumors are
spreading over a fully-connected static network. In this case, N(t) would be a constant all the time in our model. Then, by
certain calculations, we can get the dynamic differential model as follows

O _ fB(©) + fuD®) ~ 11~ (1~ O D),
BO _ 11— (1 f W) - $aRO) ~ $RO). "
9O — guR() ~ 2D+ [1 — (1 - 1)V B0,
BO _ 3,R(0) - B~ [1 - (1 - ) OB,

where fy, f4, Bo, @4, P, Vo are positive parameters introduced above.
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Remark 3. Note that the model (1) is formulated over a fully-connected network. Thus, theoretically, it is only suitable
to model rumor spreading on complete propagating networks. However, most of real networks are not fully connected.
Therefore, in order to model cyber rumor spreading over a wider class of networks, we need to make some revisions on
system (1).

Denote h(x,y) =1-(1-x)Y,x€[0,1],y >0, where xe{B0, Yo}, and y can be B(t) or D(t), respectively. By the Taylor
expansion with respect to the variable x, we have h(x,y) = h(0,y) + h’(0,y)(x — 0) + o[ (x — 0)] = yx + o(x). Here, we make
an approximation h(x, y)~ xy, then system (1) can be simplified as the following new model

v <t> — fyB(t) + faD(t) — BoBOOU (L),
dR(t) = BoB(OYU () — PaR(t) — BpR(E),
dD(t) = paR(t) — f4D(t) + YoD(t)B(1). N
dBd‘t” BR(®) — f,B(O) — oD (®)B(D).

The model (2) can be also derived by the traditional mean-field theory with homogeneous mixing. Note that system
(2) and system (1) are two different models.

The topological characteristics of real spreading networks are much more complicated. Even for homogeneous networks,
they are varying depending on different network sizes and distinct node degrees. To make the above model applicable to
study rumor spreading over a broader class of homogeneously-mixed networks, here we extend it by introducing a param-
eter § € (0, 1] to roughly describe the percentage of nodes adjacent to a node compared to the fully-connected network. For
example, the § for a specific homogeneous network with average node degree of x can be generally defined as § =k /(N —1)
(just an example, maybe not adequate). Then, we can get the following model

% = fyB(t) + faD(t) — BoSB(OU (1),
dR(t) = BoSB(U () — daR(t) — BpR(D),
% = @aR(t) — faD(t) + yo8D(t)B(t), 3)
dB(t) = PpR(t) — f1B(t) — yodD(t)B(t).

Note that we just formulate the model (3) incorporating the parameter § which is not well-defined yet, and it is worth
studying how to properly define the parameter §. Here, we propose the study of adequate definitions of § and deep analysis
of model (3) as a future direction.

In the sequel, we simplify the formulation of model (3) by denoting 8 = By6N and y = SN, and then analyze its
dynamics. Since the spreading network is considered to be a static one, the number of nodes over the social network is fixed.
Thus, the variables in model (3) can be normalized by setting u(t) = U(t)/N, r(t) = R(t)/N, b(t) = B(t)/N, and d(t) = D(t)/N,
where N denotes the total number of network nodes. Then model (3) has the following simpler form

W (t) = fyb(D) + fad(t) - Bb(E)u(t),
r(6) = Bb(OU(t) — ¢ar(©) — Gyr (D), )
d'(t) = gar(t) — fod(0) + yd(O)b(D),
B (6) = gyr(t) — fub() — yd(®)b(o).

By the identity u(t) +r(t) +d(t) + b(t) =1, the above model can be equivalently reduced to the following system of
three differential equations

r'(t) = Bb(t) (1 —r(t) —d(t) — b(t)) — (Pa + Pp)r (1),
d'(t) = ¢qr(t) — fad(t) + yd(t)b(0), (5)
b'(t) = gpr(t) — frb(t) — yd(t)b(t).
Note that the meaningful physical domain for system (5) is Q@ = {(x,y,2z) € R3|x+y +z < 1}. Since model (4) is equiv-
alent to model (5) in the sense of u(t) +r(t) +d(t) +b(t) =1, it suffices to analyze system (5) in the sequel. Next, the
following useful lemma is necessary.

Lemma 1. The set Q2 is positively invariant to system (5).

Proof. Denote x(t) = (r(t), d(t), b(t))T and then system (5) can be rewritten as

dx(t)
dt

=f(x(t)).
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where f(X) = (Bx3(1 —X; — Xy —X3) — (Pg + Op)X1, PgX1 — faXo + YX2X3, PpX1 — fX3 — YX2x3)T. Note that  is obviously a
compact set. We only need to prove that if x(0) € 2, then x(t) € Q for all t>0. Note that 02 consists of three plane
segments:

(x,y.0)|x.y € [0, 1], x +y < 1},

(x,0,2)|x,z€[0,1],x+z < 1},

0.y.29)ly.z€[0, 1],y +z <1},

(nyvz) € R1|X+y+2= l},

P ={
P, ={
Py ={
Py ={

which have v; = (0,0, -1),v, = (0,-1,0),v3 = (-1,0,0),v4 = (1,1, 1) as their outer normal vectors, respectively. Let p =
(1,---» pn) and q=(qq, ..., qn) be two vectors, and here we denote (p,q) as the scalar product of vectors p and q, i.e.,
(p.q) = p1Gq + - - - + pnqn. Through certain calculations, we have

<d)‘(j(tt)|xeP]aV1> = —pX; = —Ppr(t) <0,

<(b;(tt)|xepz,vz> = —Pgx1 = —¢gr(t) <0,

<d’;(t”|xgp3, v3> = B - x3) = ~BbO(1 ~d(©) ~b(©)) =0,

<Lb((1(tt)|pr4, V4> = —faxa — fyx3 = — fod(t) — fpb(t) <O0.

Thus, the claimed result follows directly by Lemma 3.2 in [27] (see also Ref. [36]). The proof is complete. O

By applying the method proposed by Driessche and Warmough [37], the threshold of model (5) can be calculated as (see
Appendix for details)

Y
So(Pp+Pa)

In many epidemiological models, often depicted by dynamical systems, the thresholds are usually called as basic repro-
duction numbers which essentially mean the number of infectious cases that one case generates on average over the course
of the disease’s infectious period. Similarly, the above threshold of model (5) for cyber rumor spreading can be explained as
the average number of secondary R-nodes produced by a single B-node through forwarding the rumor message.

(6)

Remark 4. Although we previously clarify that the parameter f;, is positive, it seems reasonable to consider the case f, =0
physically since B-nodes filter to D-nodes (via yo) and back to U-nodes (via f;). Note that the threshold Ry is not defined

for f, = 0. For this case, the matrix V = ({)” b -(adm) in Appendix happens to be singular, i.e., its inverse is not well de-

fined. Thus, we cannot calculate the threshold by the approach in Appendix for the special case f, = 0. For calculating the
threshold of system (5) with f, = 0, we propose it as an open question here and we guess that it can be possibly calculated
by the physical meanings of the parameters (see the calculating processes for the threshold of the compartment model in
[27]).

3. Global stability of the equilibria

Studying the stability properties of model systems is of great significance, e.g., providing insights for making proper
controlling measures [38-41]. Thus, this section aims to fully analyze the dynamic properties of system (5), including the
equilibria and their global stability. It is easy to see that system (5) always possesses a unique rumor-free equilibrium Eq =
(0,0,0), which is a state corresponding to the absence of cyber rumor. On the other hand, we define a rumor equilibrium
as a state of which the B-component is positive, which means that the cyber rumor will keep spreading over the networks.
The following lemma proves the existence of a rumor equilibrium under some conditions.

Lemma 2. Consider system (5), and denote

_ - S 6B = v fo(@p + 20q) — Rofidal + VA

® Wy B 1 72+ b) + Rofofiy]

where

A=y = f)DuB = ¥ (@ + 2¢4) — Rofipal* +Aly uB + ¥ (P + Pa) + Ro fo fay 1fida(Ro — 1).

Then, the following assertions hold.
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1. There exists no rumor equilibrium if Ry < 1.

Ry —1 . S
2. IfRy>1and ® > M, then there exists no rumor equilibrium.

foRo +¥
3.IfRy>1and ® < f;(}i_:oi;;/)’ then there exists a unique rumor equilibrium E* = (r*, d*, b*), where
bio
ds =,
pe — PP —d) — (f +yd)(¢y + ba)
(p+ f+yd)p ’
e Bb*(1 — b* —d¥)
Py + P+ Bbe

Proof. Let E* = (r*,d*, b*), where r*, d*, b* €[0, 1], be an equilibrium of system (5). Then, to get its explicit form, we need
to solve the following system of three equations
Bb*(1 —r* —d* = b*) — (¢q + Pp)r* =0,
¢ar* — fyd* +ydb* =0, (7)
¢pr* — fyb* — yd*b* = 0.

From the first equation of (7), we can get

Bb*(1 — b* —d*)
' &b+ ¢a + Pb* (®)
By substituting (8) into the third equation of (7), we can get the following equation
b*[pB (1 = b* —d*) — (fy + yd*) (¢ + Pa + Bb*)] = 0. 9)
From the above Eq. (9), we can get that b* =0, or
b — ouB( —d*) — (fo+yd) (@ + ¢a) _ Pl (Ro — DSy — Rofy, + y)d*] (10)
(P + fo +yd)B (¢ + fp +yd) fyRo '

The case b* = 0 immediately leads to the unique rumor-free equilibrium Eg = (0, 0, 0) of system (5). For the other case,
if Ry <1, then b* is obviously nonpositive, implying that there is no rumor equilibrium for this case. Therefore, the first

assertion holds.
Next, we will consider the other case Ry > 1. Substituting the expression of b* (identity (10)) into 1 — b* — d* yields that

(fo+yd*) (P + P + B(1 —d*))
(Pp+ fr+yd)B '

It follows by substituting the expression of r* (identity (8)) into the second equation of (7) that

¢aBb (1 = b* —d*) +d*(yb* — fy) (¢p + g + Bb*) =0
& Blgab* +d*(fg — yb)HI(1 = b* —d*) + d*(yb* — f)ldp + g+ B(1 —d*)] = 0.

By substituting the expression of 1 — b* — d* into the above identity, we can get the following equation

[V (@b + a)b"d" + ¢a fob™ — pp fad™] x [¢pp + ¢g + f(1 —d*)] = 0.

Note that the above identity can be seen as a cubic equation of the variable d*, and it can be obviously split into a
quadratic part and a linear part. Solving the linear equation ¢, + ¢4 + B(1 —d*) =0, we can immediately get that d* =
1+ % > 1, which obviously contradicts to the requirement d* < 1. Thus, this case must be neglected.

For the other quadratic equation, it can be further simplified as

Y (@p + ¢a)b*d”* + ¢g fyb* — Py fad* =0
& YOuB(@y + da)d* (1 —d*) — y (b + ¢g)*d* (f, + yd*)
+PpPafoB(1 —d*) — Pufp (@ + da) (fp + v d*) — G fafd* (¢p + fr +yd*) =0
& —[youB( @y + Pa) + V2 (P + a)* + P faBy1(d*)?
+ (Y = f) B (Pp + Ba) — ¥ fo(Pp + Pa) (P + 2¢4) — PpPaB fold" + PppafrB (1 —1/Ro) =0
& [yduB + v (dp+ da) + Rofofay 1(d)? = [(v = fa)buB — ¥ fo (B + 2¢4) — Rofipald” — fEdpa(Ro — 1) = 0.
Easily, we know that the above quadratic equation of d* has two real roots with different signs, and the positive one is
d* = &.
Following the expression of (10), it can be easily seen that b* may be positive or nonpositive for the case Ry > 1. Thus,
we proceed by discussing two subcases.
Case 1: If Ry>1, and ® > M, then we can get b* <0 since d* = ®&. This indicates that there exists no rumor

o _ foRo +y )
equilibrium for this case. Therefore, the second assertion holds.

1-b*-d" =
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Case 2: If Ry>1, and ® < JoRo -1
rumor equilibrium exists. Finally, we can get the value of r* by substituting the values of d* and b* into (8). Thereby, the
third assertion holds.

The proof is complete. O

, then it follows by (10) and d* = ® that b* is positive, implying that a unique

Remark 5. In many similar epidemic models, the unique existence of the endemic equilibrium can be easily checked when
the threshold is greater than one. But, for the model (5), this seems uneasy. Lemma 2 shows that there are two subcases
when Ry > 1, i.e,, there exists no rumor equilibrium if ® > f,(Rg — 1)/(fyRo + ), and there exists a unique rumor equilib-
rium if ® < fy(Rg — 1)/(f,Ro + ¥). By intuition and some numerical simulations (see Fig. 6), we guess that the inequality
® < f(Rg — 1)/(fyRo + y) may always hold for all defined parameter choices satisfying Ry > 1. If so, then the second as-
sertion of Lemma 2 can be deleted. Unfortunately, since the expression of ® is much complicated, we cannot theoretically
confirm it in spite of paying some efforts.

Next, we will first present a theorem to address the global stability of the rumor-free equilibrium of system (5).
Theorem 1. If Ry < 1, then the rumor-free equilibrium point Eq of system (5) is globally asymptotically stable with respect to €.

Proof. We proceed by using the Lyapunov direct method with undetermined coefficients. Consider the following candidate
function

V(r(t),b(t),d(t)) =r(t) + wd(t) + w1 b(t),

where w; and w, are positive constants to be determined. Clearly, it follows by r(t)>0, b(t)>0, d(t)>0 that V>0and V =0
if and only if (r(t), d(t), b(t)) = Ey with respect to 2. That is, V is positive definite. The time derivative of V along an orbit
of system (5) is

dv / ’ ’
E|(5) =T (t) +(1)2d (f) +(z)]b (t)

= Bb(t)(1 —r(t) = b(t) —d(t)) — (¢p + Pa)r () + w1 (Ppr(t) — fyb(t) — yb(t)d(t))
w2 (gt (t) — fad(t) + yb(t)d(t))

= Bb(t) — Bb()r(t) — Bb*(t) — Bb()A(t) — (@ + Pa)T(t) + Wr1Ppr(t) — w1 fb(t) — w1y b()d(t)
F W1 (t) — wa fyd(t) + wry b(£)d(t)

= (B = w1fp)b(t) + (w2 — w1y — B)b(E)A(t) + (W1Pp + W26hg — (Pp + Pg))T(E) — Bb(E)1(£)
—Bb*(t) — w2 fad (1)

Let wq = B/fp, and choose a suitable positive value of w, such that

By+y) B (1
fry ’M(Rio 1)}

wy < min{

Then it follows by w; = B/f, that 8 — w1 f, = 0. Since w, <

wy < 98 (L 1) and Ry <1 that 010y + 02y — (P + Pg) < 0.
$afo * Ry

It can be easily concluded that V < 0 holds for all (r(t), d(t), b(t)) € Q. Furthermore, it can be verified that V = 0 if and

only if (r(t),d(t), b(t)) = Ey with respect to 2. That is, V is negative definite. Therefore, E; is globally asymptotically stable
with respect to €2 if Ry < 1. The proof is complete. O

%;7’), then w,y — wyy — B < 0. Similarly, it follows by
b

Next, we are going to discuss the stability of the rumor equilibrium of system (5).

fo(Rop—1)

Theorem 2. If Rg>1 and ¢ <
° foRo+y

, then the rumor equilibrium of system (5) is asymptotically stable.

Proof. The Jacobian matrix at the states of the system (5) is shown as follows

—Bb(t) — (Pq + ¢p) —Bb(t) —2Bb(t)
J= ¥ —fa+vb(®) yd(t)
o) —yb(®) —fr—yd(®)

—fa+yb* yd*
oy -yb* —fp—yd*

Bb— bty B0 —2pb
= J|E* = Pd
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Denote I, as the unit square matrix of size n. The characteristic equation of the above Jacobian matrix is calculated as
follows

—Bb* — (¢a + ¢p) — A -pb* —-2pb*
det(Al3,3 —JIE*) = — o —fa+yb —2A yd*
®» —yb ~fo—yd -1

=2+ (fo+ fa—yb +yd + Bb* + ¢q + $p) 12
+Hfofa + fayd* — foyb* + Bb*(Pa + 2¢) + (BD* + ¢y + ¢a) (f + fa — yb* + yd*) |1
+@aBb* (fy + yd* = 2yb*) + ¢ppb*(2fa + yd* — 2y b*)
+(Bb* + ¢y + ¢a) (fafy + fayd* —y fyb*) = 0.
Next, we denote

G =fot+fa—yb +yd + Bb*+ ¢y + hy.
&1 = [fayd* + fo(fa — yb*) + Bb* (da + 2¢p) + (BD™ + @y + Pa) (fy + fa — yb* + yd")],
o = GaBb* (fy +yd* —2yb*) + ¢pBb* (2fg + yd* —2yb*) + (Bb* + ¢y + @) (fafy + fay d* — y fb").
It follows by the second equation of (7) that f; — yb* = ¢4y */d*, which immediately leads to that both ¢, and ¢ are
obviously positive. Similarly, by certain calculations, we can verify that £y >0 and {,{; > {o by applying the equations of
(7) as well as the conditions Ry >1 and ® < f,(Rg — 1)/(f,Ro + ¥ ). Therefore, according to the Routh-Hurwitz criterion,

we can get that all the roots of the above characteristic equation have negative real parts. Thus, the rumor equilibrium is
asymptotically stable. The proof is complete. O

In the following theorem, some sufficient conditions are presented for the global stability of the rumor equilibrium of
system (5).

Theorem 3. If the parameters of model (5) satisfy the requirements Ry > 1, ® < r*, and

7f"(R0_1), b rd =142
fv
B X ¢

foRo+y
Z+Xy+m<xfd, (11)

where x = Bb*(2b* + r* + d* — 1)/(¢pd*), then the rumor equilibrium of system (5) is globally asymptotically stable with respect
to Q — {Ep}.

fy(Ro—1)
foRo +y
we first construct the following candidate Lyapunov function

LI©), b(©). d©) = 3 [0 ~ 1) + 11 (@(O) 4 + 12 (b(6) b))

where 74 and 7, are positive constants to be determined. Obviously, L(r(t), b(t), d(t)) >0 always holds and L = 0 if and only
if (r(t),d(t), b(t)) = E*. That is, L is positive definite. By applying the identities of (7), we can get

r'(t) = B(b(t) —b)[1 —r* —d* = b* — (r(t) —r*) — (d(t) —d*) — (b(t) — b*)]
=Bb*[(r(t) —=17) + (d(t) —d*) + (b(t) = b*)] = (pg + pp) (r(t) —17),
d'(£) = ¢a(r(t) —r*) — fa(d(t) —d*) + y (d(t) — d*)(b(t) — b*) + yb*(d(t) — d*) + yd*(b(t) - b*),
b'(t) = gp(r(t) —r*) = (fy + yd*)(b(t) — b*) — y (d(t) — d*)(b(t) — b*) — yb*(d(t) — d*).
Then, the time derivative of L along an orbit of system (5) can be derived as

Proof. The two conditions Ry >1 and & < guarantee that there exists a rumor equilibrium for model (5). Then,

%I@ = (r(t) = r)r'@©) + i (d(t) — d*)d'(¢) + n2(b(t) — b*)b'(t)
=[B(1 -1 —d" = b") — Bb" + 2] (b(t) — b) (r(t) —17)
—[B@r(t) =) + n2fy, + n2d (O) ¥ 1(b(t) — b*)? + y (md* — m2b™) (b(t) — b*)(d(t) — d*)
—[Bb(t) + dg + ) (r(t) — 1r*)* + i (yb(t) — f) (d(t) — d*)* + (1m1¢g — Bb(E)) (r(t) —r*)(d(t) — d*).
First, we set S(1 —r* —d* — b*) — Bb* + ¢, = 0, i.e,, 1 = %(Zb* +r* 4+ d* — 1), which is obviously positive according
to the requirement 2b* + r* + d* > 1 + ¢,r*/fp. On the other hand, we also let n;d* — n,b* =0, i.e.,, n; = nyb*/d* > 0. Then,

the expression of %“5) can be reduced as

R = ~1BCO ~ )+ mfy + md OO ~ b)?
—BB(E) (D) — ) + My () @(0) - )2 — BBE) (D) — ) d(0) - )
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Fig. 3. Some solutions of system (5) with parameters given in Example 1. (a) Evolutions of the components b(t), d(t) and r(t) of a specific solution to
system (5) with initial vector (r(0),d(0), b(0)) = (0.4,0.2,0.1). (b) Plots of some solutions to system (5) with varying y and different initial values. The
stars represent the initial values which are randomly given and the red circle represents the rumor-free equilibrium Ey = (0, 0, 0). (For interpretation of
the references to color in this figure legend, the reader is referred to the web version of this article.)

~(@a+ GO =1V — 1 f(d(©) — d°)2 + i (r(©) — 1) (@(O) — d°)
= [BG(©) =)+ mafy + AP IBE ~ b9 = O (r©) =) + 5(@d0) ~ ) ]
N1 nid;

 2(dp + Ba) 4y + &q)

By the condition 2b* +r* +d* > 1 + ¢pr*/fp, we have that 1, f, — By* > 0, leading to B(r(t) —r*) +nafy + n2d(t)y >0
since r(t), d(t)>0. It follows by (11) and b(t)< [0, 1] that

UR
4(pp + Pa)

_ Then, it can be obviously derived that L < 0 holds for all (r(t), d(t), b(t)) €Q- {Eo}. Moreover, it can be concluded that
L =0 if and only if (r(t),d(t), b(t)) = E* with respect to Q2 — {Ep}. That is, L is negative definite. Therefore, E, is globally
asymptotically stable with respect to €2 — {Ep} under the conditions given above. The proof is complete. O

2

2
—(¢d+¢b)[(r(t)—r*) (d(t)—d*)} +[ —n1fa+b(t)<§+n1y>}(d(t)—d*)2.

—-Mmfq +b(t)(§ +my) <0.

4. Numerical simulations and analysis

In this section, we are devoted to numerically analyzing the dynamics of model (5). Specifically, some numerical exam-
ples are designed to illustrate the above theoretical results. Note that the parameter values in the following simulations are
not from real data but are just chosen to illustrate the above results. Note that 8 = BoéN and y = y,8N, where N represents
the network size and the value of § is affected by the network topology. We consider the spreading of cyber rumor over a
given network, i.e., the values of N and § are properly fixed. For simplicity, we directly specify the values of 8 and y in the
following simulations. To make the problem physically interesting, the initial values of system (5) are set to be positive, i.e.,
r(0)>0, d(0)> 0 and b(0) > 0.

Example 1. Consider system (5) with parameters specified by f, = f; = 0.05, 8 = 0.06, y = 0.2, ¢, = 0.5 and ¢4 = 0.4. Then,
it follows by certain calculations that the threshold Ry = 0.6667, which is below unity, thus Theorem 1 ensures that the
rumor-free equilibrium Ej is globally asymptotically stable.

For system (5) with parameters specified in Example 1 and a set of initial values given by r(0) =0.4,d(0) = 0.2, b(0) =
0.1, Fig. 3a shows the evolutions of 1(t), d(t) and d(t), from which it can be observed that the percentages of R-(D-,B-)nodes
finally converge to the constant zero. This means that this kind of cyber rumor would finally tend to extinction and is in
agreement with Theorem 1. Fig. 3b shows the plot of several solutions of system (5) with different randomly-given initial
values and with varying y. Seven different y values are fixed by ¥ =0.1,...,0.7, and for each specific y value, three sets
of randomly-given initial values are considered. It can be seen in Fig. 3b that all of these solutions eventually converge to
the rumor-free equilibrium Ey = (0, 0, 0), which is also consistent with Theorem 1. Fig. 3b also illustrates that varying y
does not impact the global asymptotical stability of Ey according to Theorem 1.
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Fig. 4. Some solutions of system (5) with parameters given in Example 2. (a) Evolutions of u(t), b(t) and d(t) of a specific solutions of system (5). (b) Plots
of tens of solutions to system (5) with randomly-given initial values. The stars represent different initial values, and the red circle represents the rumor
equilibrium E* = (0.0105, 0.4454, 0.2912). (For interpretation of the references to color in this figure legend, the reader is referred to the web version of
this article.)

Example 2. Consider system (5) with parameters f, = f; =0.01, 8 =0.1,y = 0.01, ¢, = 0.4 and ¢; = 0.3. Then, it follows
by (6) that Ry = 5.7143 (greater than unity).

For system (5) with parameters given in Example 2 and a set of initial conditions satisfying r(0) = 0.3, d(0) =0.2,
b(0) = 0.4, Fig. 4a shows the time evolutions of r(t), d(t), b(t) which approach to the constants 0.0105,0.4454 and 0.2912,
respectively. This indicates that in this case cyber rumor will finally keep propagating through the network at a steady level.
Fig. 4b shows the plot of its twenty solutions with varying initial values. It can be seen that all of these solutions finally
tend to the rumor equilibrium E* = (0.0105, 0.4454, 0.2912).

From the numerical simulations shown in Fig. 4 along with a number of similar simulation results, we can make a
conjecture as follows.

Conjecture 1. If Ry>1 and ¢ < M, then the rumor equilibrium of system (5) is globally asymptotically stable.

foRo+v

As indicated in the previous sections, the threshold of system (5) plays an important role in determining its dynamics.
Thus, in order to effectively prevent and control rumor propagation, it is critical to take certain actions to control the system
parameters so that the value of the threshold Ry is outstandingly below one. In the sequel, some effective measures for
achieving this goal are proposed.

Note that the expression of R; involves in the four parameters f, ¢4, B, ¢, of model (5). Furthermore, it can be obviously
concluded that an increase of f, and ¢4 would result in a corresponding decrease in the value of Ry, respectively. On the
other hand, it follows by rewriting (6) as Rg = B/(f, (1 + ¢4/¢p)) that Ry is strictly increasing with 8 and ¢}, respectively.
For our purpose, it is instructive to examine the sensitivity of these parameters on the value of the threshold Ry (see Fig. 5).

Based on the simulations shown in Fig. 5, we further design some numerical simulations to check whether the inequality
® < f,(Ro—1)/(fyRo +y) in Lemma 2 holds for given parameters satisfying Ry > 1. In Fig. 6, the parameters involved in
the expression of Ry are chosen same to those in the simulations of Fig. 5, respectively. Fig. 6a corresponds to Fig. 5a by
fixing f, =0.05,¢, =0.3, and y =0.01, f; = 0.05, and Fig. 6b corresponds to Fig. 5b by choosing 8 = 0.1, ¢, = 0.3, and
y = fy = 0.02. We can observe both in Fig. 6a and b that the inequality ® < f,(Ry — 1)/(fpRo + ) always holds in the red
area where Ry > 1, respectively. Furthermore, the inequality ® < f,(Ry — 1)/(f,Ro + ¥) also holds for Ry > 1 by checking the
varying values of parameter y in Fig. 6a and b. More simulations like Fig. 6 lead to the same result, and thus we conjecture
that the inequality ® < f;(Rp — 1)/(f,Ro + ¥) always holds for all defined parameters satisfying Ry > 1 (see Remark 5).

In order to control rumor spreading, we need to deeply analyze the parameters of model (5), and further explore how
these parameters exactly affect the spreading processes. Clearly, the parameter ¢ is introduced to depict the dynamic
transitions between the B-nodes and R-nodes. That is, ¢, represents the probability of an R-node turning into a B-node.

Example 3. Consider system (5) with parameters given by f, = f; = 0.01, 8 = 0.035, y = 0.01, ¢, = 0.3. Fig. 7 numerically
illustrates the evolutions of the percentage of B-nodes with different ¢, and initial values being specified.

Example 4. Consider system (5) with parameters specified by f, = f; = 0.01, 8 = 0.035, y = 0.01, ¢, = 0.25. Fig. 8 numeri-
cally illustrates the evolutions of b(t) with several values of ¢, and initial values being fixed.



W. Liu et al./Applied Mathematics and Computation 343 (2019) 214-229 225

0.1
0.09
0.08
0.07

-~ 0.06
S~

0.05

0.04

0.03

0.02

0.01

(a)

Fig. 5. Illustrations of the impacts of parameters f;, ¢p, B, ¢4 on the value of Ry. (a) Values of Ry as a function of varying 8, ¢4. The other two parameters
f» and ¢, are fixed by f, = 0.05, ¢, = 0.3. The white dashed line highlights Ry = 1 with the parameter values of 8 and ¢4 on this line. (b) Values of Ry as a
function of varying f,, ¢5. The other two parameters 8 and ¢, are specified by g = 0.1, ¢y = 0.3. The white dashed curve similarly highlights Ry = 1 with
the parameter values of f, and ¢, on this curve. In both cases, the white dashed line (curve) separates the whole area into two distinct subareas where
Ro < and Rq > 1, respectively.

Fig. 6. Illustrations of the inequality ® < f,(Ro — 1)/(fyRo + y) with parameters satisfying Ry > 1. Both sub-figures are separated by the white line or
curve(where Ry = 1) into two areas: the red represents Ry > 1, while the blue represents Ry < 1. (a) It is checked that the inequality ® < f,(Ry — 1)/(fpRo +
y) always holds for parameters f, = f; = 0.05, ¢, = 0.3, ¥ = 0.01 and all varying S, ¢4 values satisfying Ry > 1 (the red area). (b) It is also checked that
the inequality ® < f,(Ro — 1)/(fyRo + y) always holds for parameters 8 = 0.1, ¢y = 0.3, ¥ = f; = 0.02 and varying f,, ¢, values satisfying Ry > 1 (the red
area). (For interpretation of the references to color in this figure legend, the reader is referred to the web version of this article.)

It can be observed in both Figs. 7 and 8 that all these curves eventually converge to corresponding equilibria, respectively.
The final percentage of B-nodes will keep stable at a higher level when the value of the parameter ¢, is greater, while the
evolutions of b(t) will finally keep steady at a lower level for greater value of ¢,4. This indicates that for inhibiting cyber
rumor spreading we should take suitable measures to increase the value of ¢4, and inversely reduce the value of ¢y,.

The parameter 8 describes the probability that a U-node converts to be a R-node by a single B-node per unit time.
It is essentially determined by the rate of a B-node spreading the rumor message. Thus, it is largely affected by the user
behavior. The following example is designed to numerically illustrate the evolutions of b(t) with several different values of
B and initial values being fixed.

Example 5. Consider system (5) with parameters specified by f, = f; =0.01,y =0.01, ¢, = ¢4 = 0.5.

It can be observed in Fig. 9 that the evolutions of b(t) finally tend to corresponding constants, respectively. More specifi-
cally, these curves keep stable at a higher value when B values greater. This indicates that reducing the value of § is helpful
for controlling the cyber rumor propagation.

Once rumor-believed users realize that the rumor is false, they will no longer believe in it again. Thus, the parameter y
is introduced to depict this situation that a rumor-believed user turns to be a rumor-denied user at a certain probability.
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Fig. 7. Evolutions of b(t) in system (5) with varying ¢, and other parameters specified in Example 3. Colors represent different values of ¢,; linetypes
represent evolutions starting from distinct initial values (randomly given).
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Fig. 8. Evolutions of b(t) in system (5) with varying ¢4 and other parameters specified in Example 4. Colors represent different values of ¢g; linetypes
represent evolutions with different initial values (randomly given).
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Fig. 9. Evolutions of b(t) in system (5) with varying 8 and other parameters specified in Example 5. Colors represent different values of §; linetypes
represent evolutions with different initial values (randomly given).
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Fig. 10. Evolutions of b(t) in system (5) with varying y and other parameters specified in Example 6. Colors represent different values of y; linetypes
represent evolutions with different initial values (randomly given).

Example 6. Consider system (5) with parameters specified by f, = 0.001, f; = 0.005, 8 = 0.05, ¢, = 0.4, ¢, = 0.2. Then, it
follows by (6) that Ry = 33.3333 (greater than unity).

It is shown in Fig. 10 that the evolution processes of b(t) for different cases have some oscillations, but all of them even-
tually approach to corresponding constants, respectively. This also corresponds to the theoretical results. More specifically,
we can also observe that the value of b(t) will finally keep steady at a lower value for greater value of y. This indicates that
the parameter y actually affects the evolution dynamics of model (5) despite it is not incorporated in the threshold. For the
case given in Example 6, the simulations of Fig. 10 suggests that it would be much better to control the value of parameter
y > 0.1 so as to make the final percentage of B-nodes keep at a slight level.

All the above numerical simulations illustrate the correctness of the theoretical results. Through these simulation results,
we can conclude that the spreading of cyber rumor can be effectively inhibited by making suitable measures to control the
model parameters.

5. Conclusion

Motivated by the consideration that cyber rumor spreading through Internet has some differences to the traditional
rumor spreading by way of mouth-to-mouth, we attempt to develop a novel mathematical model to depict cyber rumor
spreading by incorporating its special characteristics. This model is remarkably distinct from previously proposed models,
since the mechanism of cyber rumor spreading over social applications is incorporated. Unlike the traditional models where
the nodes only represent people among whom the rumors directly spread by mouth, in our model the node is newly defined
as a couple of user and its device which considers the interaction of users and devices in the process of cyber rumor
spreading. That is, network users mainly derive rumor messages directly from the devices, e.g., through their social network
applications, not by the traditional way of mouth-to-mouth. In our new model, the network nodes are newly divided and
rumor-denier’s behavior of refuting rumors is also addressed. Through the Lyapunov method we get the stability results
for the equilibria. Based on the theoretical results and numerical analysis, we propose some suggestions for controlling the
cyber rumor spreading.

The model proposed in this paper is fundamental, however, it can be further extended and improved by considering
time-varying transmission probabilities and the specific structure of the propagating network. For example, we can further
consider that deniers could be changed to believers with some probability due to propaganda efforts. In the current model
(4), the spreading network is considered as static and all the parameters are assumed to be constant. However, in the real
situation cyber rumors would spread over complex dynamic networks with varying parameters. Toward these directions,
our next work is to develop a more realistic model from which we expect to get some more useful suggestions to control
cyber rumor spreading. Furthermore, we will also carry out simulations with simulated or even actual data so as to analyze
and discuss the significance of our models.

Acknowledgments

This research was supported by Research Project of National Bureau of Statistics of China (Grant no. 2016LZ08),
National Natural Science Foundation of China (Grant no. 61603065), Research Project of Humanities and Social Sciences of
Ministry of Education of China (Grant no. 15YJC790061), funds of Chongqing Science and Technology Commission (Grant


https://doi.org/10.13039/100009376
https://doi.org/10.13039/501100001809
https://doi.org/10.13039/501100002338
https://doi.org/10.13039/501100002865

228 W. Liu et al./Applied Mathematics and Computation 343 (2019) 214-229

nos. cstc2017jcyjBX0059, cstc2016jcyjA1272, cstc2017jcyjAX0277), and China Postdoctoral Science Foundation (Grant no.
2017M612946).

Appendix A. Calculations of the spreading threshold of system (4).

The authors van den Driessche and Watmough studied how to calculate the spreading thresholds of compartmental
models and proposed a general approach [37].

According to this method, we first need to introduce several notations by the physical meaning of this problem. That is,
let F;(y) be the rate of appearance of new rumor-nodes into compartment i, Vl.+ (y) be the rate of transferring nodes into
compartment i by all other means, and V; (y) be the rate of changing nodes out of compartment i.

Next, in order to conveniently calculate the spreading threshold of the compartmental model (4), we need to denote

y() = 1), y2(6), y3(£), ya ()" = (b(t), r(t), u(t), d(t))",

and then the model (4) can be rewritten as follows

W _ ty) =k vy,
where V(y) =V~ (y) - VY (). F= (F. 7. F3. F)T. V- = (V7. v, V3 V)TV = (0 v v v)T, and
(N foy1+vy1ya 0
F(y) = ,358% Vo (y) = (¢>b/S J;ld;d})}/z V() = fd(;q
0 faya VYay1

Note that y, = (0,0, 1,0)7 is the unique rumor-free equilibrium point of the above system which corresponds to the E,
of system (5). It is easy to verify that all the assumptions of van den Driessche and Watmough [37] are satisfied as follows.

(A1) Ify> 0, then 7,V , vVt >0fori=1,2,3,4.
(A2) If y; =0, then Y = 0. In particular, if y € Y; :={y > O]y; = 0,i = 1,2}, which is defined as the set of all rumor-free
states, then Vi = 0fori=1,2.

(A3) F;=01ifi>2.
(A4) IfyeY,, then Fi=0and V} =0 fori=1,2.
(A5) If F(y) is set to zero, then all eigenvalues of Df(y,) have negative real parts.

Then, it follows by Lemma 1 in Ref. [37] that the derivatives DF(yy) and DV(y,) can be partitioned as

Dmo):(g 8>,DV<yo>=G2 Jﬂ)

where F and V are the 2 x 2 matrices defined by
dF; aV; . .
F=|--(y)| and Vv=|—(yy)| with 1<i,j<2.

That is, F = (g %”), V= ({;’ b 3 ¢d). Note that F is non-negative, V is a non-singular matrix and all eigenvalues of J4
have positive real parts. Thus, the spectral radius of the matrix FV-! can be computed as
p(Fv—l) _ ¢b:3 )
fo (@ + @q)

For convenience, in this paper we define the spreading threshold of model (4) as the square of p(FV-1), ie.,

__ HB
So(Pp+Pa)
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